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DETAILED ACTION 

1 . This action is in response to the original filing of April 5, 2006. Claims (17-35) 
are pending and have been considered below. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1 7- 35 are rejected under 35 U.S.C. 1 02(e) as being anticipated by Bar- 
On (US Patent No. 7,031,470). 

3. As to claim 17, Bar-On teaches a data exchange method between two 
devices locally connected to one another, especially between a security module 
and a receiver, the first device (i.e., player security chip) comprising at least one 
first encrypting key of a pair of asymmetric keys and the second device (i.e., disk 
security chip) comprising at least the second encrypting key of said pair of 
asymmetric keys, these keys being previously initialised in the first and second 
device, this method comprising: 



generating, at least one first random number in the first device (i.e., Bar-On 
teaches a player security chip sending a random number R to disk security chip [col. 5, 
lines 50-55]), 

generating, at least one second random number in the second device (i.e., 
Bar-On teaches the disk security chip sending the player security chip an encrypted 
concatenation of a hash function of R [col. 5, lines 50-55]), 

encrypting said first random number by said first encrypting key (i.e., Bar- 
on teaches encrypting the concatenation of a hash function of R with a disk key [col. 5, 
lines 55-56], 

encrypting said second random number by said second encrypting key 

(i.e., Bar-On teaches the disk security chip sending the player security chip an 
encrypted concatenation of a hash function of R [col. 5, lines 50-55]), 

transmitting said first encrypted random number to the second device (i.e., 
Bar-On teaches a player security chip sending a random number R to disk security chip 
[col. 5, lines 50-55]), 

transmitting said second encrypted random number to the first device (i.e., 
Bar-On teaches the disk security chip sending the player security chip an encrypted 
concatenation of a hash function of R [col. 5, lines 50-55]), 

decrypting the first encrypted random number in said second device (i.e., 
Bar-On teaches computing a hash of random number R and content key for which was 
encrypted with the disk key [col. 5, lines 55-66], 

decrypting the second encrypted random number in said first device (i.e., 
Bar-On teaches decrypting concatenation [col. 5, lines 55-60]), 



combining said random numbers generated by one of the devices and 
received by the other device to generate a session key (i.e., content key ) (i.e., Bar- 
On teaches obtaining the content key from the concatenation [col. 5, lines 60-65]), 

and using the session key (i.e., content key ) to encrypt and decrypt all or 
part of the exchanged data between the first and second device (i.e., Bar-On 
teaches using the content key to decrypt control words [col. 5, lines 60-65]). 

4. As to claim 18, Bar-On teaches a data exchange method where random 
number, generated by the first device and decrypted by the second device is 
encrypted by said second device by means of said second encrypting key (i.e., 
player security chip sends a random number to disk security chip and the disk security 
chip sends encrypted concatenation to player chip [col. 5, lines 50-58], is transmitted 
in a encrypted form to said first device (i.e., Bar-On teaches sending a encrypted 
concatenation [col. 5, lines 53-57]), is decrypted in this first device by means of the 
first encrypting key (i.e., disk key) and is compared to said random number 
generated by the first device (i.e., Bar-On teaches decrypting the concatenation and 
computing the hash and performing a comparison [col. 5, lines 55-60]), and where the 
data transfer is stopped if the compared random numbers are not identical [e.g., 
correct] (i.e., Bar-On teaches computing the hash and comparing random the numbers 
[col. 5, lines 57-62]). 

5. As to claim 19, Bar-On teaches a data exchange method where the random 
number, generated by the second device and decrypted by the first device is 



encrypted by said first device by means of said first encrypting key is transmitted 
in a encrypted form to said second device (col. 10, lines 49 -52), is decrypted in 
this second device by means of the second encrypting key and is compared to 
said random number generated by the second device (col. 10, lines 59-61), and 
wherein the data transfer is stopped if the compared random numbers are not 
identical (col. 10, lines 61-67). 

6. As to claim 20, Bar-On teaches a Data exchange method in which said first 
device and said second device contain a symmetric encrypting key (i.e., disk key), 
where the random numbers (i.e., random number R) are combined (i.e., 
concatenation) with said symmetric key (i.e., disk key) to generate (i.e., hash function 
to obtain content key from concatenation) a session key (i.e., content key) (col. 5, lines 
54-56 and lines 60-61). 

7. As to claim 21 , Bar-On teaches a data exchange method where the 
combination of said random numbers (e.g., random number R) is a concatenation 

(i.e., Bar-On teaches a concatenation hash function of random number R [col. 5, lines 
54-56]). 

8. As to claim 22, Bar-On teaches a data exchange method where the 
combination of said random numbers (e.g., random number R) is a concatenation 

(i.e., Bar-On teaches a concatenation hash function of random number R [col. 5, lines 
54-56]). 



9. As to claim 23, Bar-On teaches a data exchange method where the session 
key (i.e., content key) is regenerated (i.e., computing the hash) in function of a 
determined parameter of use (i.e., session key used to decrypt control word) [col. 5, 
lines 58-64]. 

10. As to claim 24, Bar-On teaches a data exchange method the determined 
parameter of use is the duration of use (i.e., control word) (i.e., one of ordinary skill in 
the art recognizes the control word ability of control use [col. 5, lines 58-64]). 

11. As to claim 25, Bar-On teaches a data exchange method where at least one of 
the two devices measures at least one representative physical parameter (i.e. 
opacity) of the communication, such as the line impedance and/or the electric 
consumption (i.e., voltage), where one compares the values measured to the 
reference values [e.g., controlling voltage], and where one acts on the data 
exchange (i.e., communicate the desire information from the disk chip) when the 
measured parameters differ from the reference values more than a threshold 
value [e.g., controlling voltage] (i.e., Bar-On teaches as an alternative to the radio 
communication described above, it is possible to optically provide contactless power 
supply and communication between disk chip 16 and player chip 18. Bar-On teaches 
as an example, power can be supplied by a light source which directs light to a 
photovoltaic cell. Bar-On teaches communication to disk chip 16 can be achieved by 
illuminating selected tracks on disk 12 that are covered with photo-sensitive materials, 



whereby disk chip 16 monitors the tracks that are illuminated by the laser head. Bar-On 
teaches communication from disk chip 16 can be accomplished by covering the laser- 
head illumination tracks on the disk with voltage-controlled semi-opaque materials, such 
as liquid crystals, located upon a reflective material. Bar-On teaches a disk chip 16 can 
then control the opacity of the semi-opaque material by appropriately controlling the 
voltage, the degree of opacity being used to communicate the desired information from 
disk chip 16 to player chip 18 [col. 9, lines 5-25]). 

12. As to claim 26, Bar-On teaches a data exchange method where one acts by 
stopping the data exchange between the two devices (i.e., Bar-On teaches 
permitting the commencement of a particular action on the basis of successful a 
verification [col. 1 1 , lines 1 -5]. One of ordinary skill in the art would recognize the ability 
to permit commencement of a particular action upon successful verification inherently 
suggest the ability to cease a particular action due unsuccessful verification). 

13. As to claim 27, Bar-On teaches a data exchange method where the session 
key (e.g., content key) is regenerated in function of a determined parameter of use 
and wherein the determined parameter of use is the representative physical 
parameter (i.e., noisy diode) of the Communication (i.e., Bar-On teaches a noisy 
diode use to generate the random number for which the random number is used in the 
hash function [col. 10, lines 42-67]. Bar-On teaches the hash function is used to 
generate the content key (i.e., session key) [col. 5, lines 54-64]). 



14. As to claim 28, Bar-On teaches a data exchange method where at least one of 
the devices generates at least one supplementary random number (col. 10, lines 
42-45), this supplementary random number is encrypted by said first encrypting 
key (i.e., disk key) , this supplementary encrypted random number is transmitted 
to the second device (col. 5, lines 50-55), this transmitted encrypted 
supplementary random number (i.e. random number R) is decrypted in this second 
device (col. 5, lines 50-55), the decrypted supplementary random number is 
encrypted by said second encrypting key (col. 5, lines 52-57), the supplementary 
encrypted random number is transmitted to the first device (col. 10, lines 49-53), 
the supplementary random number decrypted in the first device is compared to 
the initial supplementary random number generated in said first device (col. 10, 
lines 59-65), the information exchange is interrupted if the comparison indicates 
that the two compared numbers are not identical (col. 10, lines 60-65). 

1 5. As to claim 29, Bar-On teaches a data exchange method where at least one of 
the devices determines at least one predefined fixed number (i.e., random number) 
memorized (i.e., stored) in the two devices (i.e., Bar-On teaches generating a random 
number R and stored [col. 10, liens 34-37] ), this predefined fixed number (i.e., 
random number) is encrypted by said first encrypting key (i.e., Bar-On teaches 
encrypting the random number [col. 10, lines 50-55]) , this predefined fixed encrypted 
number is transmitted to the second device (i.e., Bar-On teaches sending encrypted 
random number [col. 10, lines 49-53]), this transmitted encrypted predefined fixed 
number is decrypted in this second device (i.e., ...decrypting [col. 5, lines 52-57[), 



the predefined fixed number decrypted in the second device is compared to the 
predefined fixed number memorized in this second device (i.e., ... comparison [col. 
10, lines 59-65]), the data exchange is interrupted if the comparison indicates that 
the two compared numbers are not identical (i.e. Bar-On teaches comparing for 
equivalency) (i.e., Bar-On teaches permitting the commencement of a particular action 
on the basis of successful a verification [col. 11, lines 1-5]. One of ordinary skill in the 
art would recognize the ability to permit commencement of a particular action upon 
successful verification inherently suggest the ability to cease a particular action due 
unsuccessful verification). 

16. As to claim 30, Bar-On teaches a data exchange method where each of the 
numbers (i.e., random numbers) is encrypted separately (i.e., Bar-On teaches each 
random number generated is different. Bar-On further teaches the encryption of each of 
the random numbers is different [col. 10, lines 50-55]). 

17. As to claim 31 , Bar-On teaches a data exchange method according where 
each of the numbers (i.e., random numbers) is encrypted separately (i.e., Bar-On 
teaches each random number generated is different. Bar-On further teaches the 
encryption of each of the random numbers is different [col. 10, lines 50-55]). 

18. As to claim 32, Bar-On teaches a data exchange method where a 
combination of each of the numbers is encrypted (i.e., Bar-On teaches different 
encryption based on different numbers [col. 10, lines 50-55]). 



19. As to claim 33, Bar-On teaches a data exchange method where a 
combination of each of the numbers is encrypted (i.e., Bar-On teaches different 
encryption based on different numbers [col. 10, lines 50-55]). 

20. As to claim 34, Bar-On teaches a receiver for carrying out the method this 
receiver comprising at least one calculation unit (i.e., player security chip computing 
hash/ [col. 5, lines 55-60]), a read-only memory [col. 9, lines 40-45], a demultiplexer 
[17, fig. 1], a descrambler [15, fig, 1], a digital/analog converter (i.e., descrambler in 
conjunction with decoder [col. 7, lines 40-47]), an external memory (i.e., system CPU 
fig. 1) and a sound and image descrambler [15, fig, 1], where at least the 
calculation unit (i.e., player security chip computing hash/ [col. 5, lines 55-60]), the 
read-only memory and the descrambler are contained in a same electronic chip 
and wherein at least one of the encrypting keys is stored in said electronic chip 
(i.e., Bar-On teaches a disk key programmed in a disk chip [col. 9, lines 53-56]). 

21 . As to claim 35, Bar-On teaches a receiver where at least one of the numbers 
is stored in said electronic chip (i.e., Bar-On teaches a random number stored on a 
player chip [col. 10, liens 34-37]). 
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